MAMSITKA }
JUISl OBYYAIOINUXCSl OB MHOOPMAIIMOHHOM BE30ITACHOCTH
JNETEW

HEJIb34

1. Bcem nozpsi cooduiath CBOIO YacTHYIO MH(OpMAIHIO (HacTosIue UM, paMIiuio, TenedoH,
ajzipec, HOMep LIKOJIbI, a Takke GoTorpaduu CBOM, CBOEH ceMbU U Apy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DAIbI 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS,
3. I'pyOuts, npuaupathbcs, OKa3bIBaTh AaBJIE€HHE — BECTU ceOsl HEBEKIIMBO U arpEeCCUBHO;

4. He pacnopspkaiics JeHbraMu TBOEH CeMbHU 0€3 pa3pelieHns CTapIuX - BCEria CrpaminBai
ponuTeneu;

5. He Bcrpeualics ¢ IHTepHET-3HAKOMBIMHU B PEaIbHOM JKU3HU - IIOCOBETYMICS CO B3POCIIBIM,
KOTOPOMY JOBEpSEILb.

OCTOPOXHO

1. He Bce mumyT npaBay. Yuraems o cebe HenpaBay B HTepHETE — COOOIIHM 00 3TOM CBOUM
POAUTENSAM UJIA ONIEKYHaM;

2. [IpurnamaroT nepenuchBaThCs, UTPATh, 0OOMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;
3. He3zakonHoe konupoBanue ¢aiiinoB B UHTepHETE - BOPOBCTBO;
4. Becerma paccka3biBail B3pOCIbIM O IpoOIeMax B CETH - OHU BCET/1a IOMOTYT;

5. Vcrionb3yit HaCTPOMKH 0€301MacHOCTH U PUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM aKKAYHTHI B
COLICETSIX M IPYTUX MopTaax.

MOXXHO

1. YBaxaii Ipyrux noJib30BaTeliei;

2. Ilonp3yeubcst IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maTbCs 32 HOMOILBIO B3POCIIBIM - POAUTENHN, ONEKYHbI U aIMUHUCTpAllUs CaliTOB Bceraa
IIOMOTYT;

5. Ipoiian oOydenne Ha caiite «CeTeBUY0K» U MOTYYH MacIopT U(GPOBOTO TpaxkaaHuHA!

[Tucemo Muno6prayku Poccun ot 14.05.2018 Ne 08-1184

O HampaBieHHH HHPOPMALIUN

© Marepuan u3 CripaBouHoit cuctemMbl «OOpazoBaHUE.

[Moapo6wuee: http://vip.1lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0
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NHOOPMAIIMOHHASA NTAMATKA JJIS1 OBYYAIOIINXCA

C Kax/1pIM I'0ZIOM MOJIOEKHU B UHTEPHETE CTAHOBUTHCS 0OJIbIIIE, A IIKOJIBHUKU OJTHU U3 CaMBbIX
AaKTHBHBIX IT0JIb30BaTenel Pynera. Mexay TeM, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOYHOCTEH, HHTEPHET HECET U MPpoOIeMbl. DTa namsTKa JODKHA IIOMOYb Tebe 6e30MacHo
HaXOJIUTHCA B CETH.

KomnprorepHsie BUPYCHI

KoMmnproTepHslil BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CLIOCOOHOCTh K pa3MHOKEHMIO. B nononHeHue k a3tomy,
BUPYCBI MOT'YT IIOBPEIUTH WIIA NOJTHOCTHIO YHUUTOXKHUTh BCe (ailyibl U TaHHbIE,
HOJKOHTPOJIBHBIE [10JIb30BATENI0, OT UIMEHH KOTOPOro ObLIA 3alylLeHa 3apaKEHHAs IPOrpaMma,
a TaKk)Ke MOBPEIUTh WIN AaXKE YHUUTOXKHUThH ONEPALMOHHYIO CUCTEMY CO BceMH (hailinaMu B
1esioM. B GonbIIMHCTBE CilyyaeB pacpOCTPAHSAIOTCS BUPYChI UEPE3 HHTEPHET.

MCTO[[BI 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMM:

1. Mcnonb3y#i COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHEZHBIN YPOBEHD 3alIUThHI
OT BPEJOHOCHBIX IIPOTPAMM,;

2. IloctosiHHO ycTaHaBnuBail naytu (U pPoOBbIE 3aIUIATKH, KOTOPhIE aBTOMATHUECKU
YCTaHABJIMBAIOTCS C LENbIO JOPAaOTKU MPOTrpaMMBbl) U JpyTrrue OOHOBJIECHHUS CBOEH ONEpalluOHHON
cucteMbl. CkaunBail MX TOJIBKO ¢ ouIHabHOTO caiita pazpadorunka OC. Ecnu cymiecTByeT
PEKUM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEPEC IO ITpaBaMM I10JIb30BATCIA, 4 HEC aIMUHUCTpPATOPA. 9TO0 HE
ITO3BOJIUT 6OJIBIHI/IHCTBy BPCAOHOCHBIX NPOTpaMM MHCTAJIMPOBATHECA Ha TBOEM IICPCOHATIBHOM
KOMIIBIOTEPC,

4. Mcnonp3yil aHTUBUPYCHBIE IPOIPAMMHBIE ITPOTYKTHI U3BECTHBIX IPOU3BOJAUTEIIEH, C
ABTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuupb pU3NUECKH JOCTY K KOMIBIOTEPY A7l HTOCTOPOHHUX JIUIL;

6. Mcnonp3yii BHEIIHKWE HOCUTENHN HH(OPMAIIUY, TaKue Kak (iemika, TUCK win (aiii u3
MHTEPHETA, TOJILKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTKkphIBail KOMIBbIOTEPHBIE (DaiiiIbl, MOTyUYeHHbIE U3 HeHaIEKHBIX UCTOYHUKOB. [laxke Te
¢aiinbl, KOTOpbIe MPUCIIA TBOW 3HAKOMBIH. Jlyurie yTouHHM y HEro, OTHpaBIsI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He BHJ Mepeiadun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIb OpeH, mapka. Eme B 1991
TOJly HUJEpJIaHJICKass KoMIaHus 3apeructpuposana opena « WECAy, uto 0003Havao
cnoBocouetanne « Wireless Fidelity», KOTopsIii TepeBOIUTCS KaK «OeCIpOBOAHASI TOYHOCTHY.



Jlo Hamrero BpeMeHH JI0IIa apyras abOpeBuarypa, KOTopas sSBISICTCS TaAKOH K€ TEXHOJIOTHEH.
Oto ab6peBuarypa « Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHJApT BHICIINN
3BYyKOBO# TexHUKHU Hi-Fi, 4TO B mepeBojie 03HaYaeT «BBICOKAs TOYHOCTDY.

Jla, GecruraTHBII HHTEPHET-AO0CTYII B Kade, OTEIIIX | adPOINOpTaX SBISIETCS OTIUIHON
BO3MOXXHOCTBIO BbIX0/1a B MHTEpHET. HOo MHOTHE SKCIIePThI CYUTAIOT, YTO 00IIeA0CTyMHbIE Wi-
Fi cetu He aBistroTCst OE€30ITaCHBIM.

CoBeTsl 110 Oe30macHOCTH paboTe B 001Ie 0CTyHbIX ceTsix Wi-fi:

1. He nepenasaii cBoro nmuuHyto nHpopMaIuio gepes oomenoctymubie Wi-Fi cetu. Paboras B
HUX, J)KEJIAaTEJIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTHHBI U KaKhe-TO HOMEpa,;

2. Ucnonb3yit 1 OOHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM cambIM Thl
oOe3omnacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmroun ¢pyHkuuto «O0muit 1ocTyn K (aitiaM U puHTEpam».
Jannast QyHKIHS 3aKphITa IO YMOJTYAHUIO, OJTHAKO HEKOTOPHIE TIOJIB30BATEIN AKTUBHPYIOT €€
JUIsl y1I0OCTBa MCTIOJIb30BaHUs B paboTe WiIH yueoe;

4. He ucnone3yii myosmunbiit WI-FI a1 nepenaun TUYHBIX JaHHBIX, HATPUMED IS BBIXOJA B
COIMAJIbHBIC CETH WJIU B DJIEKTPOHHYIO MOYTY;

5. Nnonw3yit Tonpko 3amuiieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azipeca BBOJU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun ¢pynkuuto «Iloakmoyenne k Wi-Fi aBromarndeckm». He
JIOMyCKail aBTOMaTH4ecKoro MOAKIIIOYeHUs ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

COI_II/IaJ'IBHLIe CCTHU

ConuanbHble CeTH aKTUBHO BXOJST B Hallly U3Hb, MHOTHE JIFOJU padOTaIOT U )KUBYT TaM
NOCTOSIHHO, a B Facebook yxke 3apeructpiupoBaH MIIIITHAPA YETOBEK, YTO SBIISETCS OJHOM
cebMOM BceX JKuTelel TuiaHeTbl. MHOTHE T0Ib30BaTeNN HE TIOHUMAIOT, YTO HHpOpMaIus,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCII0JIb30BaHa KEM yTOJIHO, B
TOM YHCJI€ HE 00513aTENBHO ¢ OJ1aruMHU HaMEPEHHUSIMH.

OCHOBHBIC COBETHI 110 OC30IAaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuyb CUCOK Apy3ei. Y TeOs B IPy3bsiX HE JOJDKHO OBITH CIy4YailHBIX U HE3HAKOMBIX
JIIOJIE;

2. 3amuiaii cBoro 4acTHYIO *kHU3Hb. He yka3biBail maponu, TesnedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U APYTYIO JUUHYIO HH(POPMAIHIO. 30YMBIIIICHHUKA MOTYT UCIIOJIb30BaTh JIaXe
I/IH(bepMaHI/IIO 0 TOM, KaK Tbl U TBOU POJUTCIIN IIJIIAHUPYECTE NPOBECCTH KaAaHUKYJIBI;

3. 3amuiaii CBOIO PEITyTAIlHIO - ICP)KU €€ B YUCTOTE U 3a/1aBail ceOe BOMPOC: XOTe ObI THI,
4TOOBI IPYTHE TOJIB30BATENIN BUJICIH, YTO ThI 3arpyskaeiib? [logymaii, mpex e 4eM 4To-To
OITy0JINKOBATh, HAMCATD U 3aIPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJABMH, KOTOPBIX HE 3HACILIb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U
JPYTYIO JINYHYI0 MHQOPMAIMH: UMSI, MECTO )KUTEJIbCTBA, MECTO YUeObl U IIpoUee;



5. N36eraii pazmemenus Gororpaduii B UHTEpHETE, I/I€ TH N300pa’KeH Ha MECTHOCTH, TIO
KOTOPOI MO’KHO OIPEICTUTHh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpaiuu B COIUAIBHOI CETH HEOOXOAMMO HCIIOIB30BATh CII0KHBIC TTAPOJIH,
cocTosIIHe U3 OYKB U IA(P U C KOJTUISCTBOM 3HAKOB HE MEHee §;

7. Jlns counanbHON CETH, MOYThHI U JPYTUX CaliTOB HEOOXOJUMO HCII0JIb30BaTh Pa3HbIEe MAPOIIH.
Torna ecnu Te6st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4aT I0CTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.

DNIEKTPOHHBIE JICHBI' U

SJICKTpOHHBIC JACHBI'M — 9TO OYCHb y,ZlO6HLII>'I CIocoo HJIaTe)I(eﬁ, OIHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IOJYUYUTh 3TU ACHBI'U.

3JI€KTpOHHLIe JCHBI'M ITOABHUJINCH COBCEM HCAAaBHO M MMCHHO M3-3a 3TOI'O BO MHOI'NX
rocygapCTtBax A0 CHUX IIOP HE INPOIMCAHO IIPO HUX B 3aKOHAaX.

B Poccun ke oHr (hyHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TIe UX pa3/IessaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIEC U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaercs MpoBOAUTH onepanuu 06e3 uaeHTUGUKALUY T0JIb30BaTeNsd, a B
HEaHOHUMHBIX UACHTU(DHUKAINH [TOJIB30BATEIIS SBISCTCS 00s13aTEIBHOM.

Taxoke ciiefyeT pa3nuyarh JIEKTPOHHbIE (pUaTHBIE AEHBIU (PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM)
U 2JIEKTPOHHbIE He(pUaTHbIE NEHbI'M (HE paBHbI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOI paboTe ¢ IEKTPOHHBIMH JCHbIAMH:

1. IlpuBsixu K cyeTy MOOMIIBHBIHN TenedoH. ITo caMblil YO0OHBII U OBICTPBIN CIOCOO
BOCCTAHOBUTH J10CTYT K cueTy. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciau 3a0y1elib CBOH
MJIATEKHBIN MMAPOJIb WM 3aiENIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnone3yit omqHopazoBkie mapomnu. [locie nmepexona Ha YCUICHHYIO aBTOPU3AIIHIO Te0e yxKe
He OyJIeT yrpo’kaTh OMACHOCTh KPaXkH MIIM MepexBaTa IIaTeKHOTO MMapoJis;

3. Beibepu cnoxxHblil mapoib. [IpectynHukam OyzneT He MPOCTO YraaaTh CIOKHBINA Iapoib.
HazexxHble mapoiu — 3T0 Mapoiiu, KOTOPhIE cofiepKaT He MeHee 8 3HaKOB U BKIIIOUYAIOT B ceOs
CTPOYHBIE ¥ MPOMHUCHBIE OYKBBI, IU(PHI M HECKOJIBFKO CHMBOJIOB, TAKME KaK 3HAK JI0JUIapa,
¢dbyHTa, BOCKIMIIAaTeIbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JINYHBIE TAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEIIIb.

DJIEKTpOHHAs MOHTA

DNEeKTPOHHAs OYTa — 3TO TEXHOJIOTHUS U NMPEAOCTABISIEMbIE €10 YCIYTH 10 NEPECHUIKE U
HOJYYEHHUIO JIEKTPOHHBIX COOOLIEHUN, KOTOPBIE PACHIPEEIIAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN MOYTOBBIH SIIKK BBITIAIUT CAEAYIOIUM 00pa3oM:
UMs_T0JIb30BaTeIsI(@UMsL_aoMeHa. Taxke KpoMme nepeadn IpocToro TeKCTa, UMeeTcs

BO3MOKHOCTb TIepeiaBaTh (paniiibl.

OCHOBHBIE COBETHI 1O 0€30MaCHON paboTe C AMEKTPOHHOU MTOUTOM:



1. Haymo BeIOpaTh paBUIILHBIN MMOYTOBBINM cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
66CHH8.THBIX MMOYTOBBIX CEPBHUCOB, OAHAKO JIYUHIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HGpBLIfI B
pEUTHHTE;

2. He yxa3pIBail B TMYHOM NouTe JU4HYI0 HH(popManuto. Hanpumep, mydiie BeIOpath
«My3bIKaNbHBINA  (panaT@» win «pok2013» BmMecTo «remal3dy;

3. Mcnonb3yil 1ByX3TalHYO0 aBTOPU3ALHMIO0. DTO KOI'/1a TOMUMO HapoJisi HY>KHO BBOJUTb KOJI,
npucbuiaeMblii mo SMS;

4. BoiObepu c1oxHBIN Tapostb. I KaK0ro MOYTOBOTO SIUKA JOJHKCH OBITh CBOUM HAJIC)KHBIH,
YCTOMYUBBINA K B3JIOMY MapOJIb;

5. Ecnm ecth BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOYKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SITUMKOB. [IepBbIii /11 4aCTHOM MEPENUCKH C aipecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. ITO JIEKTPOHHBIN aJipec He HaJ0 MCIIOJIb30BATh MIPU PETUCTPAIIUU Ha

dbopyMax u caitTax;

7. He oTkpsiBaii (aiinel v Apyrue BIOKEHUS B MUCbMaX Ja)Ke €CJIM OHH MPHILLIN OT TBOUX
npy3eid. Jlydie yTouHH y HUX, OTHPABIISUTA JTU OHU TeOe AT (aiiibr;

8. ITocne okoHUaHUs pabOTHI Ha IOYTOBOM CEPBUCE MEpe]T 3aKPHITHEM BKIIAJIKH C CAUTOM He
3a0y1b HaXxaTh Ha «BeIATHY.

KubepOynnuHr i BUPTyalnbHOE U3/1€BATEIHCTBO

KubepOynnuHr — npecieoBaHne COOOIIEHUIMHU, COAEPKAIMMH OCKOPOJIEHHS, arpecCHIo,
3alyTMBaHKE; XYJIUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C MIOMOIIBIO PA3IMUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITUHIOM:

1. He Gpocaiicst B 60ii. JIyummmii crioco0: mocoBETOBATHCS Kak ce0st BECTH M, €CITH HET TOTO0, K
KOMY MOXHO OOpaTUThCS, TO BHa4YaJlle yCIIOKOUThCS. EciM Thl HAUHEIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHMSI, TO TOJIBKO eIle OOJIbIIe pa30oXiKelb KOH(DIUKT;

2. Yopasnaii cBoeil kubeppernyTaluei;

3. AHOHUMHOCTb B CETH MHHMas. CYH_IGCTBYIOT CHOCOOBI BBIAICHUTBH, KTO CTOUT 3a aHOHUMHBIM
AKKaYHTOM;

4. He cTouT BecTH XyJIMTAaHCKHUI 00pa3 BUPTyaIbHOU *U3HH. IHTepHET (PUKCUpPYET BCE TBOU
JIEUCTBUS M COXpAHSIET UX. Y JAIUTh UX OyJIeT KpaiiHe 3aTpyAHUTEILHO;

5. CoGmronait cBOIt BUPTYaIbHYIO YECTh CMOJIONY;

6. Irnopupyii eaMHU4HbIH HeraTuB. OJHOPa30Bble OCKOPOUTENBHBIE COOOIICHNUS JIyUllle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcst Ha HayaJlbHOW CTa M,



7. Ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATTBHBIX CETAX
€CTh BO3MOXKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEICTICHHBIX apecoB;

8. Eciu oI cBHIETENb KNOEpOysTMHTa. TBOM NeHCTBHS: BBICTYIHUTH IPOTHUB MTPECIICA0BATEIS,
MI0Ka3aTh €My, UTO €ro JICHCTBHS OIICHUBAIOTCS HETAaTUBHO, TIOIEPIKATh JKEPTBY, KOTOPOI
Hy’KHa TICUXOJIOTHYECKask IOMOIIIb, COOOIIUTH B3POCIBIM O (PaKTE arpeCCHBHOTO TIOBEICHHS B
ceTu.

MoobwunbHbIN TenehoH

CoBpeMenHbIe cMapT(OHBI U IUTAHIIETHI COJIEPKaT B ceOe BIIOJTHE B3POCIbINA (DYHKIIMOHAT, U
TeTepb OHU MOTYT KOHKYpHUPOBATh CO CTAIMOHAPHBIMH KoMITbloTepamMu. OJHaKO, CPEACTB
3aIUTHI U TOJOOHBIX YCTPOWCTB MOKA OYSHb MaJlo. TeCTUPOBaHUE U TIOUCK YSI3BUMOCTEH B
HHX NIPOMCXONT HE TaK MHTEHCHBHO, Kak 1 [1K, To ke camoe kacaeTcst 1 MOOMITBHBIX

IIPUIOKEHUN.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPAKTUYSCKHU JTOTHATU HACTOJIbHBIE aHATIOTH, OJJHAKO
pacuupenue GyHKIHOHAIA BICUET 32 COOO0M OOJBIIYIO CI0KHOCTh M MEHBITYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTEINN BBITYCKAIOT OOHOBIICHHSI, 3aKPBIBAOIINE KPUTHYECKHIE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e3011aCHOCTH MOOMIILHOI'O TeJ'Ie(bOHaZ

1. Huuero He sBiisieTcst mo-HacToseMy OecruiaTHbIM. by b ocTopoxeH, Beab Koria Tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

2. lymaii, npexae yem otrpaButb SMS, ¢oto nnu Buaeo. Thl TOYHO 3HAEIIB, T OHH OyyT B
KOHEYHOM HuTOTe?

3. Heo0x0a1umMo 0OOHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
4. Vicnonp3yi aHTUBHUPYCHBIE IIPOTPAMMBI I MOOMIIBHBIX TeIe(hOHOB;

5. He 3arpy>1<a171 MPUIIOKCHUA OT HCU3BECTHOI'O HCTOYHHKA, BEIb OHU MOT'YT COACPIKATDb
BPCAOHOCHOC NPOTrpaMMHOC O6CCH€‘-ICHI/IC;

6. [Tocne TOro Kak THI BBIWEIID C CaiiTa, T/ie BBOAWII JIMYHYIO HHPOPMAIIHIO, 3aii/I1 B HACTPOUKHU
Opay3sepa u ymanu cookies;

7. Ilepnoanuecku NpoBepsId KaKKe MJIaTHbIE YCIYTM aKTHBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOI1 HOMEp MOOMIIBHOTO Tene(OHA TOJIBKO JIOASIM, KOTOPBIX Thl 3HAELIb U KOMY
JIOBEpSIEIlb;

9. Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Thl KM HE MOJb3yenibes. He 3a0biBaii nHorma
MPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIIUE pa3BIeueHUs], 00bEeIUHSIIOIINE
COTHH ThICAY YEJIOBEK MO BceMy MHpY. rpoku uccienyroT TaHHbIH UM MUp, OOLIAIOTCS IPYT C



JPYTOM, BBITTOJIHSIOT 33/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U TIOJYYalOT OMBIT. 32 YJOBOJILCTBHUE
OHH IUIATSIT: MOKYHAIOT IUCK, OTUIAYMBAIOT A00OHEMEHT WJIH MPUOOPETAIOT KAKUE-TO OIIIUU.

Bce ot cpeacTBa UAYT HA MOAACP)KAHNEC U PAa3BUTUC UI'PHI, 4 TAKIKEC HA CaMy 0€30IaCHOCTb:
COBCPHICHCTBYIOTCS CUCTCMbI aBTOpU3aLUH, BBIITYCKAIOTCA HOBBIC ITaTYU (III/I(i)pOBI)IC 3aIllJIaTKH

JUIS IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[06HBIX HUIrpax CTOUT OMNACATHCA HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KPAa’KH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMA aBTOpHU3alluA OOJILIIMHCTBA urp.

OCHOBHBIC COBETHI 110 O€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeseT cedst II0X0 MM co3/aeT Te0e HeMPUATHOCTH, 3a0JI0KUpYH ero B
CIIFICKE UTPOKOB;

2. lloxkanyiicsa aqMUHUCTPATOPaM UIPbl Ha IJIOXOE ITOBEJEHUE 3TOT0 UTPOKA, HKEIATEIBHO
HPUIOKHUTH KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3siBaii tnunyto nHdopmaiuio B npodaiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranarnuBaii Heo(UIIUAIBHBIC TATYN U MOJIBI;

6. Mcnonp3y#l CII0’KHBIE U pa3HbIe ApOJIH;

7. Jlaxke BO BpeMs UTPbl HE CTOUT OTKJIIOUaTh aHTUBHUPYC. [Ioka Thl Urpaeiib, TBOI KOMIBIOTED
MOTYT 3apa3HTh.

DumuHT WIN Kpaxa JUYHBIX TaHHBIX

OOBIYHOM Kpakel JEHET U TIOKyMEHTOB CEro{Hs YK€ HUKOTO HE y/IMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0yMBIIUIEHHUKH NIEPEMECTHIINCH B UHTEPHET, U IIPOAOJIKAIOT
3aHUMATBHCA IFOOUMBIMY JETIOM.

Tax mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIIKHT, TJIaBHAs LIeJIb KOTOPOTro
COCTOHT B MOJIy9E€HUH KOH(PUICHITUATBLHBIX JTAaHHBIX T0JIh30BaTENIel — JIOTHHOB U maposeid. Ha
aHruiickoM s3bike phishing ynraercs kak guuuHr (ot fishing — preiOHas o, password —
MapoJib).

OcHOBHBIE COBETHI 10 OOPBHOE € PUITHMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl ofj03peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JI0KHPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Ucnone3yii 6e30macHbie BeO-CAThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB U IOUCKOBBIX CUCTEM;

3. Vcnone3yit cinoxHbIe U pa3Hble naponu. Takum oOpa3om, eciu TeOs B3IOMAIOT, TO
37IOYMBIIUICHHUKH TTOIyYaT JOCTYII TOJIBKO K OJJHOMY TBOEMY NPO(HITIO B CETH, a HE KO BCEM;



4. Eciiu Te0s1 B3110MaIH, TO HEOOXOAMMO MPEITYTPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBIeHBI y T€0S B IPY3bSIX, O TOM, YTO TEOsI B3JIOMaJIH U, BO3MOKHO, OT TBOETO UMEHH OyIeT
pacchuIaThCs CIIaM U CCHUIKH Ha (DHITUHTOBBIE CAHTHI;

5. Ycranosu HanexHbli naponsb (PIN) Ha MOOMIIEHBIN TeneOH;
6. OTKIIIOYH COXpaHECHHE Maposis B Opaysepe;

7. He oTkpeiBaii (paiisiel U ApyTHE BIOKEHUS B MIUCHMAX Ja)Ke €CIIM OHU MPHIIUTH OT TBOUX
npy3ei. Jlydiile yTouHU y HUX, OTHPABIISUIM JIU OHU TeOe 3TH (Daiiibl.

[Mudposas pemyranus

[udposas pemyTanus - 5T0 HETaTUBHASI WM MO3UTHUBHAS HH(OpMaIus B ceTH o Teoe.
Komnpomerupyromas nHGopmalus pazMelieHHas B MHTEPHETE MOKET CepbEe3HbIM 00pa3oM
OTpa3UThCS Ha TBOEH peanbHOM ku3Hu. «LludpoBas pemyTanus» - 3T0 TBOM UMUK, KOTOPBIH
dbopmupyetcs u3 nHPpopManuu 0 Tebe B HHTEPHETE.

TBoe mecTo KHUTCIILCTBA, yLIe6BI, TBOC (bI/IHaHCOBOC ITOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nopoCTKH JETKOMBICIEHHO OTHOCATCS K IMyOJUKALUK JTMYHOW HH(POPMALIUH B
HuTepHere, HE MOHUMasi BO3MOXHBIX MociencTBUN. Thl 1axke He CMOXKEIlb A0Tra/laThCsl O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3ajl, CTaja MIPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue TBoux Gororpaduii u gpyrue JeiHCTBUS MOTYT HE HCUE3HYTh J1aXKe
MOCJIE TOTO, KaK Thl UX YJAIHITh. Thl HE 3HACIIH, KTO COXPAHIII 3Ty HHPOPMAITUIO, TIoTaa JIu
OHA B MMOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a TJIABHOE: YTO MOAYMaIOT O Te0e
OKpYKaroIee JI0AH, KOTOPhIe HAWAYT U YBHIAT 3T0. Halith mHGOpMAIIUI0 MHOTO JIET CITYCTS
CMOJKET JI000i1 - Kak U3 100phIX TOOYKIEHHI, TaK U C HAMEPEHUEM MPUIUHUTD Bpea. IDTO
MOET OBITh KTO YTOJ/IHO.

OcCHOBHBIE COBETBHI 110 3aLIUTE HU(PPOBON permyTauu:

1. ITogymaii, mpexkae 4eM 4To-To IMyOIMKOBATh U IepeaBaTh y cedst B 6Jiore WM B COLMAIbHON
ceTH;

2. B Hactpoiikax nmpo¢uis yCTaHOBH OTPAaHUYEHUS HA TPOCMOTP TBOETO TPOQHIIS U €ro
COJZIEP’)KUMOT0, CIIENal €ro TOJIBKO «UIsl Ipy3ei»;

3. He pa3zmemaii 1 He yka3piBail HHPOPMAIIHIO, KOTOPAs MOXKET KOTO-THO0 OCKOPOISATH UITH
00MXKaTh.

ABTOpCKOE IIPABO
CoBpeMeHHbIE IIKOJIBHUKU- aKTUBHBIE TI0JIb30BATENN LIUPPOBOro mpocTpaHcTBa. OHAKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJIB30BAHNE MHOTMMHU BO3MOKHOCTSIMH ITU(PPOBOTO MHUpa TpedyeT

CO6J'IIO,I[6HI/IH IIpaB Ha UHTCJUICKTYaJIbHYIO COOCTBEHHOCTb.

TepMHH «MHTEJUICKTyaIbHasi COOCTBEHHOCTBY» OTHOCUTCS K PAa3JIMYHBIM TBOPECHUSIM
YeJI0OBEYECKOr0 yMa, HAUMHAs ¢ HOBBIX H300pPETeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh



Ha MPOAYKTHI U YCIIYyTHU , U 3aKaHUYMBasi KHUraMu, ¢potorpadpusiMu, KHHOQHUIbMaMU U
MY3bIKQTBHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE paBa - 3TO [IPaBa Ha MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEPATYphl U UCKyCCTBA. ABTOPCKHE MpaBa BbICTYNAIOT B KAYECTBE rapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUH TPyl aBTOpa HE OyeT HalpacHbIM, JacT €My CIpaBe/IINBbIe
BO3MOXHOCTH 3apab0TaTh Ha pe3ybTaTax CBOErO TPY/a, IOJIy4YUTh U3BECTHOCTD U IPU3HAHHUE.
Huxkro 6e3 paspemieHus aBTopa He MOXET BOCIIPOU3BOAMUTE €0 MPOU3BECHUE, PACIIPOCTPAHSATS,
yOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIIOPTUPOBATH, IIyCKATh B IIPOKAT, Iy OJIMYHO
UCTIOJIHAT, I0KA3bIBATh/UCHIOIHTH B 3pUpe UK pa3meniats B IHTepHeTe.

Vcnonb30BaHue «IIMPATCKOr0» MPOrPaMMHOI0 00€CIIeYeHNsI MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JIaHHBIX K TBOMM aKKayHTaM J10 OJIOKUPOBKHU TBOEI'O yCTPOMCTBA, /e
yCTaHOBJIEHHBIH He JlerajpHast nporpamma. He crout Taxoke 3a0bIBaTh, 4YTO CYIIECTBYET
JerajabHble U OecIIaTHBIE POrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane
CereBU4OK.p( - TBOM TTIaBHBII COBETUYHK B CETH. 3/1€Ch Thl MOKEIIIb Y3HATh O 0€30MaCHOCTH B
CCTU IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IIPHU BOSHUKHOBCHUHN KpI/ITI/IT-ICCKOI\/II CUTyallun

00paTUTHCS 32 COBETOM. A Tak)Ke MPUHITH y4yacTHE B KOHKYPCax U CTaTh CaMbIM LU(POBBIM
rpaxaaHuHOM !

ITucemo Muno6puayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnennn napopmanun"



